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X.509 Certificate =

Asymmetric Cryptography Key +
Data Securing + Identity Verification
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How does X.509 Certificate Authority works?

1. Open your Browser. (Firefox, Chrome, Safari, or Microsoft IE)

2. If a useris already registered with LogmeOnce, then click on LogmeOnce extension and provide
your credentials

3. Click on “Login” button

4. |If a user is not registered yet then register with LogmeOnce first using Signup.

5. After you are logged in, in on the Dashboard page.

6. User click on “My Profile” button.

7. User click on “X.509 Certificate” button.
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Personal Information Subscription Rewards Referrals X.509 Certificate

= 4 Issued to Ross st
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LogmeOnce is issuing X.509 certificate for all users. Your certificate is intended for the
following purpose(s):

! ‘= Download CRT
* X.509 Certificate Authentication Learn More
* SAML2.( cation  Lear More :
Two-Factor Authentication: :

[] Enable X.509 Certificate Authentication for Two-Factor Authentication.

Save Changes

8. Download PKCS#12 certificate.
9. It should ask for password to protect PKCS#12 file.
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LogmeOnce is issuing X.509 certificate for all users. Your certificate is intended for the

following purpose(s):
|

* X.509 Certificate Authentication Lezrn More
* SAML 2.0 Authentication Learn More

Two-Factor Authentication:
Enable X.509 Certificate Authentication for Two-Factor Authentication.

Please type password to protect your PKCS#12 file:
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10. Install PKCS#12 certificate in your browser first.
11. For Firefox Browser - Go to Tools -> Options -> Advanced -> Encryption -> View Certificates ->
Then choose "Your Certificates" tab - and click Import.
For Chrome and Safari Browser - Just double-click - install it in your system.
12. Select “Enable X.509 Certificate Authentication for Two-Factor Authentication” option.
13. Click on “Save Changes” button.
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LogmeOnce is issuing X.509 certificate for all users. Your certificate is intended for the

following purpose(s): = Download CRT
‘= Down

* X.509 Certificate Authentication Learn More
+ SAML2.0 Au 0N Leam More — Download PKCS#12

Two-Factor Authentication:

@: able X.509 Certificate Authentication for Two-Factor Authentication.
Save Changes

14. User get Confirmation message.
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LogmeOnce is issuing X.509 certificate for all users. Your certificate is intended for the
)

following purpose(s): x
=> Download CRT

* X.509 Certificate Authentication  Learn More

ation  Leam Mere = Download PKCS#12

Two-Factor Authentication:

SAML 2.0 Authe

[¥] Enable X.509 Certificate Authentication for Two-Factor Authentication.

15. Then logout form application and try to login again with valid credentials.
16. During Login after typing username and password - it should ask you for certificate.
17. Select certificate and click on “OK” button.
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& Logme

Cloud Security & Cloud Identity Management.

User Identification Request =

This site has requested that you identify yourself with a certificate: [T Remember my Emai Address
logmeonce.com (:443) T
Organization: "*logmeonce.com”

Issued Under: "GoDaddy.com, Inc.”

Choose a certificate to present as identification:

]mpon:dC:n cate [76] ] |woro?

Details of selected certificate:

Issued to: -

CN=sim i ity 1,0U=LogmeOnce W
Certification, O=LogmeOnce,ST=Virginia,C=US
Serial Number: 76 £

Valid from 12-Apr-13 19:33:09 PM to 10-Apr-23 19:33:09 PM
Issued by: CN=LogmeOnce Root Certification
Authority, O=LogmeOnce,ST=Virignia,C=US

Remember this deci

18. User should be able to login.

19. In case you still can't login - system will send you email notification about Login Failed - you will
be able to disable Two-Factor Authentication with that email.

20. User is pointed to “Cloud Dashboard”.
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Share, and get a free App with each friend that |
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[[/ W American Eagle Outfitters i Encrypted =% &k (o) - - - Password
[[7 ¢ American Girl (G Encrypted (SRR @ Uke (D) - - - Password
2 B AoL (drthidr) G Encrypted ()  ghlke(0) - - - Password
[ [ Bames & Noble (esrthwseh) [ Encrypted (oW gilke(D) - - - Password
] Best Buy (vrribvit) [ Encrypted  (___om gilke(0) - - - Password

& Big Fich Games G Encrypted @I __sw  whlke(0) - - - Passviord

{2 bithy.com i Encrypted  (IDDNNEW  gDlk=(0) - - - Password

(@ Staples i Encrypted Password

i (@ Target i Encrypted Password
& @8 Thai Airvays i Encrypted Password
[ + Olke(0) - - - Password
[ Twitter eAlke (1) - - - Password
Buses Cw) ke - - - Passviord

(@) Washington Gas (serh) @ Encrypted (@) ghlke(0) - - - Password

0§l Washington Post (LogmeOnceMarksting) i Encrypted (O Passward

& Xbox [ — I L ) I - - Passuiord

B! vzhoo L ) Apr 16, 2013 3:04:36 PM $6.231.142.147 (3 Passweord

B YouTube Encrypted  ( ww  ehlke(z) - - - Passward

show: [ 100 ¥

Follow 4 easy steps to add an App -
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Frequently Asked Questions (FAQs):

Visit LogmeOnce online support section to access additional support documents.
http://support.logmeonce.com/forums/21055833-tips-tricks

Innovation is Our Tradition

Our Executive team founders are recognized inventors of advanced security products
that have reached global brand status.
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Copyright Notice

Copyright © 2011-2013 - LogmeOnce, Inc. All rights reserved. No part of this
publication may be reproduced, transmitted, transcribed, stored in a retrieval system, or
translated into any language, in any form or by any means, electronic, mechanical,
photocopying, recording, or otherwise, without prior written permission from
LogmeOnce. All copyright, confidential information, patents, design rights and all other
intellectual property rights of whatsoever nature in and to any source code contained
herein (including any header files and demonstration code that may be included), are
and shall remain the sole and exclusive property of LogmeOnce Inc. The information
furnished herein is believed to be accurate and reliable. However, no responsibility is
assumed by LogmeOnce for its use, or for any infringements of patents or other rights
of third parties resulting from its use.
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